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Safety and Reliability Synthesis of Systems 
with Control Loops 

A method of a reliability synthesis for a system with control loops is 
proposed by introducing a concept which we call a critical transition set. 
The set is an extended set of an exact failure mode and is important in that 
each occurrence of the system failure has to correspond to a mode in the 
set. This means that the system can be improved in such a way as to 
eliminate all the dominant modes in the set. 

First, the system diagram is obtained by connecting outputs of com- 
ponents to the inputs of succeeding components. Time delays are introduced 
in the feedback loops to represent the internal system state (memory). Then, 
the components are modeled by decision tables. The critical transition set 
can be obtained easily by simple tabular manipulations once the system 
failure is defined. Finally, the system reliability and availability improve- 
ments are made based on the set. 

HlROMlTSU KUMAMOTO 
and 

ERNEST J. HENLEY 
Deportment of Chemical Engineering 

University of Houston 
Houston, Texas 77004 

SCOPE 

This paper develops a new method for obtaining re- 
liability and safety parameters for process systems con- 
taining control loops, It is based on the construction of 
decision tables for the individual components in a proc- 
ess flow sheet, followed by a series of tabular manipula- 
tions to eliminate the internal variables and yield the 

and can be used to obtain reliability and safety param- 

eters. Systems can be upgraded and improved by elimin- 
ating one-event critical modes and/or modes in which 
the combined probabilities of failure are undesirably high. 

by introducing time delays which represent internal mem- 
ory. Given an adequate library of component decision 
tables, the synthesis of large systems can be readily auto- 
mated, the safety analyst being relieved to fie tedium 
of constructing system fault trees. 

Feedback and feed forward loops are 

critical transition modes. These are analogous to cut sets 

CONCLUSIONS AND SIGNIFICANCE 
The construction of fault trees to obtain top-event 

parameters such as reliability, availability, and expected 
number of failures is a well-established practice in the 
nuclear and aerospace industries which is being widely 
adopted in the process industries. Their construction is 
time consuming; several man years are required to pro- 
duce a tree for a nuclear power plant. Furthermore, the 
trees become extremely complicated, errors frequently 
occur, and the work is tedious and often nonproductive. 
Another problem is that systems containing control loops 
are not analyzabIe by presently available techniques be- 
cause they lead to logic complexities, problems of state 
history, and, ultimately, to trees that are not coherent 

Correspondence concerning this paper should be addressed to Ernest 
J. Henley. Hiromitsu Kumamoto is on leave from Kyoto University, Kyoto 
606, Japan. 

0001-1541-70-1808-0108-$00.7S. 0 The American Institute of Ckem- 
ical Engineers, 1979. 

and for which top-event probabilities can not be rigor- 
ously calculated. 

What is required is a computer based synthesis pro- 
cedure by which the top-event probabilities for a com- 
plicated process flow sheet can be synthesized from “Mini- 
Fault Trees” which represent the components (including 
control loops). One such method, based on digraphs, has 
recently been proposed. This, however, is heuristic in 
nature and leads to fault trees which are difficult to 
interpret quantitatively or qualitatively and are not nec- 
essarily comect. 

In this paper we propose a method for synthesizing 
system failure modes which is based on decision tables 
for the individual components, It produces, instead of 
fault trees, a table of critical transition modes which rep- 
resent the unique system failure modes. These modes 
can be used, like cut sets, for improving system safety 
and for calculating top-event probabilities. The method- 
ology lends itself readily to computer automation. 
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Control loops make the construction of fault trees ex- 
tremely difficult because of the system logical complexities 
(Fussell, 1973, 1976) ; Kumamoto, 1977; Lapp, 1977). 
For example: 

1. The order of component failures becomes important. 
A system fails dangerously because a failure in a tem- 
perature controller causes overheating. Suppose the sys- 
tem has a temperature sensitive cutoff switch on its 
heater. If the controller fails before the cutoff switch, 
no accident results. If the switch fails and then the 
controller fails, the result may be serious. 

2. The occurrence of the system failure is dependent 
on the internal system state, since outputs of feedback 
controllers are functions of the system state. In a cooling 
system, a cooling water control valve reversed action is 
serious when the system state, that is, the temperature 
at the exit of the heat exchanger, is high. The reversed 
action causes no failure when the temperature is low 
because the cooling water increases by the action. It 
should be noted that the system state is a complicated 
function of histories of disturbances and component fail- 
ures and the initial system state. This makes the situation 
more difficult. 

Further, even if the construction of the fault tree is 
possible, the tree becomes at best very complicated and, 
at worst, noncoherent or nonassociate. Therefore, it is 
doubtful that fault trees are useful in system reliability 
analysis or synthesis where there are complicated logic 
structures. New approaches have to be developed. 

In this paper, we propose a method of a reliability 
synthesis for a system with the control loops. We introduce 
a concept which we call a critical transition set. It is a 
set of (component) failure modes and is important in 
that each occurrence of the system failure has to cor- 
respond to a mode in the set. This means that we can 
improve the system in such a way as to eliminate all 
the dominant modes in the critical transition set. The 
resulting system is guaranteed to have no dominant modes. 

First, the system is represented by connecting outputs 
of components to the input of succeeding components. 
Time delays are introduced in the feedback loops to rep- 
resent the internal system state (memory). Then, the 
components are modeled by decision tables describing 
each component's outputs in terms of all the possible 
inputs to the component (Pollack, 1971; Salem, 1977). 
The critical transition set can be obtained easily by simple 
tabular manipulations once the system failure is defined. 
Finally, the system reliability and availability improve- 
ments are made based on the set. 

OBTAINING THE CRITICAL TRANSITION SET 
System Description 

Consider a cooling water system shown in Figure 1. 
The system description of Figure 1 can be obtained easily 
by connecting inputs and outputs of components in the 
system. Component internal modes such as normal, re- 
versed, or broken are considered as inputs to the com- 
ponent. 

Ti(k) - 

Fig. 1. Diagram of cooling system. 
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TABLE 1. TOP EVENT TABLE 

2 

TABLE 2. DECISION TABLE OF CUTOFF VALVE 

N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
N 
R 
R 
R 
R 
R 
R 
R 
R 
R 
R 
R 
R 

-2 
-2 
-2 
-1 
-1 
-1 

0 
0 
0 
1 
1 
1 

-2 
-2 
-2 
-1 
-1 
-1 

0 
0 
0 
1 
1 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
-2 
-2 
-2 

0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

TABLE 3. SIMPLIFIED DECISION TABLE OF CUTOFF VALVE 

- - 
N -2 
R -2 
R -2 
- -1 
- -1 

0 
0 - 1 
1 

- 
- 
- 

-2 

0 
1 
0 
1 
0 
1 
0 
1 

- 
-2 
-2 

0 
1 
0 
1 
0 
1 
0 
1 

Symbols 
The following symbols are used to characterize the 

condition of hardware, flows, and faults: -: don't care, 
0: normal, 1: high, 2: too high, -1: low, -2: too low, N :  
normal, R :  reversed installation, and B :  broken (stuck). 

Each system variable in the flow sheet is assumed to 
take the following sets of values: qie{-2,0, 11, V*e{N, R } ,  

4 ~ 4 0 ,  11, V54N, R1, pic{O, -21, and pc40, -21. 
Classification of Variables 

A primary variable is a variable which is an input to 
a component from outside of the system. On the other 
hand, an output of a component other than time delay 
is called an intermediate variable. The output of the 
delay is a state (memory) variable of the system. 

For the system in Figure 1, we have the following 
classification: 

4Ve{-2, -1, 0, 1, 21, qhc{-2, 0, 11, Tie {O,  1, 21, 
Toc{-L 0, 1921, S c { N ,  B1, 4 ~ ~ { - 1 ,  0, 1, 21, Ce{N,  R B1, 
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TABLE 4. SIMPLIFIED DECISION TABLE OF HEAT EXCHANGER TABLE 5. SIMPLIFIED DECISION TABLE OF SENSOR 

Ti( k 1 

0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
2 
2 
2 
2 
2 
2 

T i ( k )  

0 
0 
0 
1 
1 
1 
1 
1 
2 
2 

Ti( k 1 

0 
0 
0 
1 
1 
1 
1 
1 
2 
2 
2 
2 
2 
2 
2 
2 

q v ( k )  

-2 
-2 
-2 
-1 
-1 
-1 
0 
0 
0 
1 
1 
1 

-2 
-2 
-2 
-1 
-1 
-1 
0 
0 
0 
1 
1 
1 

-2 - 
- 
-1 

0 
1 

q h ( k )  

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
0 
1 

-2 
-2 
-2 

T o ( k )  

0 
2 
2 

-1 
1 
2 

-1 
0 
1 

-1 
-1 
0 
0 
2 
2 
0 
2 
2 

-1 
1 
2 

-1 
0 
1 
1 
2 
2 
0 
0 

-1 

TO(k)  

2 
2 
2 
2 
2 
2 
2 
2 
2 
2 

TO(k)  

2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 

N 

N 
N 
B 

- -1 
0 
1 
2 
- 

.1 
0 
1 
2 
0 

TABLE 6. SIMPLIFXED DECISION TABLE OF CONTROLLER 

N 

N 
N 
R 
R 
R 
B 

- -1 
0 
1 
2 

-1 
1 
2 
- 

TABLE 7. SIMPLIFIED DECISION TABLE OF COOLING WATER 
VALVE (AIR TO OPEN) 

p d k )  

0 
0 
0 
0 
0 

-2  

Ti( k )  

0 
0 
0 
1 
1 
1 
1 
1 
2 
2 
2 
2 
2 
2 
2 
2 

q v ( k )  

0 
1 

-1 
-2 

1 
-2  

T o ( k )  

2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 

- 0 0 
N 1 0 
R 1 0 
N - -2 
R - -2 - - - TABLE 8. REWRITING THE TOP-EVENT TABLE 

TABLE 9. REWRITING THE TOP-EVENT TABLE 
-2 0 
-2 1 
-1 1 
-2 0 
-2 1 
-1 0 
-1 1 
0 1 

0 
1 

- 
- 

-2 
-2 
-1 
-2 
-2 
-1 
-1 
0 

-2 
-1 
0 
1 

-2 
-1 

0 
1 

0 
1 
1 
0 
1 
0 
1 
1 
0 
0 
0 
0 
1 
1 
1 
1 

TABLE 10. REWRITING THE TOP-EVENT TABLE 

-2 
-a 
-1 
-2 
-2 
-1 
-1 

0 
-2 
-1 

0 
1 

-2 
-1 
0 
1 

0 
1 
1 
0 
1 
0 
1 
1 
0 
0 
0 
0 
1 
1 
1 
1 

, - .  ~ 

Intermediate variable: qv ( k )  , 9 h  (k) , qc ( k )  , T o (  k) . 
State variable: T o ( k  - 1). 

Definition of System Failure 
A system failure is defined by the event that an inter- 

mediate variable takes a prespecified value. The system 
failure of the cooling system in Figure 1 is the event 
that the temperature To( /< )  is too high. The failure is 
summarized by Table 1, a top-event table. 
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TABLE 11. C ~ I C A L  TRANSITION TABLE 

Mode No. 

1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 
21 
22 
23 
24 
25 
26 
27 
28 
29 
30 
31 
32 
33 
34 
35 
36 
37 
38 
39 
40 
41 
42 
43 
44 
45 
46 
47 
48 
49 
50 
51 
52 
53 

Ti(k 

0 
0 
0 
0 
0 
0 
0 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 
2 

pdk) 

0 
-2 
0 

-2 
0 
0 
0 
0 

-2 
0 

-2 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 

-2 
0 

-2 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 

Component Description by Decision Tables 

A component is modeled by a decision table describ- 
ing the component's outputs in terms of all the possible 
input combinations to the component. For example, the 
cutoff valve in Figure 1 is assumed to be modeled by 
Table 2. The input variables are Vz(k ) ,  q v ( k ) ,  and 
q i ( k ) ,  and the output variable is q , ( k ) .  Note that the 
reversed action, that is, a complete valve opening, occurs 
only in the case of qv (k) = -2 when the cutoff valve 
operates. Table 2 can be simplified, resulting in Table 3. 

In the same way as for the cutoff' valve, we obtain 
the component descriptions given by Tables 4 through 7. 

Obtaining Critical Transition Set 
We can eliminate the intermediate variables from the 

top-event table. This is illustrated by example. The gen- 
eralization is straightforward. 
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pi(k) 

-2 

-2 

0 
0 
0 

-2 

-2 

0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 

-2 
-2 

-2 

0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 

-2 

- 
- 

- 
- 

- 
- 

0 
0 
1 
1 
1 
1 
1 
0 
0 
1 
1 
0 
0 
0 
1 
1 
1 
1 
1 
1 
1 
1 
1 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
0 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 
1 

2 
2 - 2 - 2 

I 2 
2 2 

-1 2 
- 2 
- 2 - 2 - 2 
1 2 
2 2 

-1 2 
1 2 
2 2 

-1 2 
-1 2 
0 2 - 2 

2 
1 2 
2 2 
1 2 
2 2 

--I 2 
-1 2 
0 2 

2 
2 

1 2 
2 2 
1 2 
2 2 

-1 2 
2 - 2 
2 
2 
2 

1 2 
2 2 

-1 2 
-1 2 
0 2 
- 2 

2 
1 2 
2 2 
1 2 
2 2 

-1 2 
2 

- 
- 

- 

- 
- 

- 
- 
- 
- 

- 

- 

N 

3 
4 
4 
2 
2 
5 
3 
3 
4 
2 
2 
3 
3 
3 
3 
2 
2 
3 
1 
1 
2 
2 
2 
2 
1 
1 
2 
3 
3 
3 
4 
4 
3 
3 
4 
2 
2 
3 
3 
3 
3 
2 
2 
3 
4 

The top-event Table 1 has the intermediate variable 
T,(k). Identify the table having T,(k) as an output 
column. Table 4 is identified. Search rows having T,(k) 
= 2 in this table. Replace, in Table 1, To(  k) = 2 by the 
rows. Then, Table 8 is obtained. Each column in this table 
corresponds to different variables and no consistency check 
is carried out. 

Table 8 has an intermediate variable q ~ ,  (k). Identify 
the table having ql,(k) as an output column. Table 3 
is identified. Replace each value of q h ( k )  in Table 8 by 
the corresponding rows in Table 3. The resulting table 
has two rows having the same variable q v ( k ) ,  and con- 
sistency has to be checked in the following way. First, 
remove any row having different values of q v ( k ) ,  since 
a variable can not have plural values in a row. Table 9 
is obtained. Then, reduce the columns having the com- 
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Tl(k) 

To(k) 

TEMPERATURE 
SENSITIVE 
CUT-OFF CUT-OFF qJk) . q k )  
VALVE V, VALVE V, 

V21 k)  

Pc(k) P,(k) V,(k) C(W S(k) 

Fig. 2. Improved diagram of cooling system. Fig. 3. Final diagram of cooling system. 

TABLE 12. CRITICAL TRANSITION TABLE FOR qh( k )  = -2 FOR THE SYSTEM IN FIGURE 2 

ModeNo. Vl(k) V2(k) pc(k) V5(k) C ( k )  S(k) p i ( k )  q i ( k )  T i ( k )  T o ( k -  1) qh(k) N 

mon variable qv(k) into a single column by performing 
AND operation of the corresponding entries in the col- 
umns. Table 10 is obtained from Table 9. 

Repeat the elimination of the intermediate variables 
in a similar way. We eventually obtain a table having 
only primary variables and state variables. Such a table 
is ca led a critical transition table because it gives all 
the possible combinations of the primary variables caus- 
ing the system failure developing from each system state. 
Each combination is a “Critical Transition Mode” and 
the set of all the modes is called a critical transition set. 
We have Table 11 for the cooling system in Figure 1. 

SYSTEM IMPROVEMENT BASED ON CRITICAL 
TRANSITION SETS 

Improving System Reliobility 
Each occurrence of a system failure has to correspond 

to a mode in the critical transition set. The elimination 
of dominant modes is important for practical system im- 
provements. 

The mode is called an N-event critical transition mode 
if It includes at least N failure events. Thus, mode 1 in 
TabIe 11 is a two-event critical mode since it has two 
failure events p , ( k )  = -2 and V z ( k )  = R. Table 11 
lists the number N for each mode. 

The one-event modes 27, 28, 33, and 34 can be 
removed by the installation of a temperature sensitive 
cutoff valve. The valve cuts off the inflow into the heat 
exchanger when the temperature T i ( k )  is too high. The 
improved system diagram is shown in Figure 2. 

Improving System Availability 
We now consider another failure defined by q h ( k )  

= -2 for the system in Figure 2. Using a similar pro- 
cedure to that used previously, we have the critical 
transition Table 12 for the failure. 

The system unavailability is characterized by the event 
T,,(k) =2 or q h ( k )  = -2. Consider reducing the pos- 
sibility of the one-event modes in Table 12, since the 
one-event modes in Table 11 have already been removed. 
This decreases the system unavailability if we assume 
that we must shut down if the temperature is too high. 
A feasible policy is as follows: increase the reliability of 
the cooling water pressure pc(k) (mode 54), increase 
the reliability of the actuating pressure p ( k )  (mode 5 5 ) ,  
and install a tank at the entrance of the system, reducing 
the possibility of q i ( k )  = -2 or T i ( k )  = 2 (modes 
56,57). 

The final system is shown in Figure 3. The system is 
guaranteed to have high availability along with high safety 
if it is assumed that T,(k) = 2. will be a major cause 
of an accident. 

DISCUSSION A N D  CONCLUSION 

The critical transition set is characterized by the fact 
that each occurrence of the system failure has to cor- 
respond to a mode in the set. It might be possible that 
a mode in the set is never accompanied by any occurrence 
of the system failure. In this sense, the critical transition 
set is regarded as an extended set of the exact failure 
modes set. 

I t  is this extended nature that makes it possible for 
us to obtain the set easily and to utilize it for a robust 
system reliability synthesis. 

The proposed method can be generalized so as to 
handle the system failure such as 

To(k - 1) 2 2  and T,(k) = 2 (1) 
The critical transition set of the failure can be obtained 
by eliminating the rows having T,(k - 1 )  = 2 frvm 
Table 11. 

The refinement of the system failure like Equation (1) 
would be useful in some cases in removing nonactual 
dominant modes from the critical transition set. How- 
ever, too much refinement is not desirable. For example, 
the first failure 
T,(O) #2,  T o ( l )  z 2 ,  ..., 

T,(k - 1) z 2, T,(k) = 2, for some k (2) 

gives critical transition modes exactly the same as those 
obtained by the conventional fault trees. 

An upper bound of the system failure probability can 
be obtained from the extended nature of the critical 
transition set when the stochastic property of the primary 
variables are given, using existing computer programs 
based on cut set inputs (Fussell, 1972; Vesley, 1970). 
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C 
k = discrete time, integer 
pc  

= internal mode of controller 

= cooling water pressure into cooling water con- 
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trol valve 
pi 
qc = output of controller 
q h  
qi 
q s  
qv 
S 
Ti 
To 
V2 
V, 
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Mass Transfer in Regular Arrays of HoIIow 
Fibers in Countercurrent Dialysis 

ISAO NODA 
and 

CARL C. GRYTE 
The concentration profiles in a countercurrent hollow fiber bundle mass 

exchanger dialyzer is derived, assuming a uniform distribution of fibers in 
the dialyzer shell. Mass transfer coefficients are obtained as a function of 
fiber packing density, membrane thickness, membrane material, and solute 
tYPe* 
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SCOPE 
Dialysis is a membrane separation process which in- 

volves diffusive transport of a solute from one fluid to an- 
other. Although the solute flux is often accompanied by 
some volumetric flux across the membrane, driven either 
by hydraulic or osmotic pressure, we shall focus here only 
on diffusive transport systems. The input-output response 
of a continuous dialysis unit using various flow geometries 
is given by Michaels (1966). The rate of mass transfer of 
a solute across the membrane during dialysis is expressed 
in terms of the surface area, the concentration difference 
across the membrane, and the overall mass transfer coeffi- 
cient. The magnitude of the overall mass transfer coeffi- 
cient for a given dialyzer is usually determined experi- 
mentally. Dialysis membranes in the form of hollow fibers 
are gaining considerable attention because, in this con- 
figuration, large membrane surface areas are obtained for 
s given dialyzer volume. The most significant application 
is in the area of hemodialysis (Klein et al., 1976~).  Re- 
cently, Noda (1976) has proposed highly selective multi- 
staged dialysis separation processes. 

ical Engineers, 1979. 
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Much data are available for the individual polymeric 
membrane materials (Colton, 1971; Klein et al., 1977). De- 
tailed theoretical descriptions are reported to account for 
dialysis with planar membrane surfaces (Leonard, 1968), 
but only simplistic models are available to describe the 
mass transfer in closely packed hollow fiber bundles. 
Stevenson (1975) has reported a method for determining 
the membrane permeability of a single, isolated, hollow 
fiber. Methods have been proposed by Klein et al. (1977) 
to characterize bundles of well-separated hollow fibers 
empirically, A discussion of the problems associated with 
the characterization of a hollow fiber bundle similar to 
that used in hemodialysis has been recently given by Klein 
et al. ( 1 9 7 6 ~ ~  1976b). In all studies, however, the pro- 
cedure has been to reduce the analysis to that of a single 
isolated fiber [equivalent annulus approximation, Happel 
(1959)], thereby neglecting the interactions between fibers 
which become important when the interfiber distances are 
small. 

The aim of this investigation is to establish a theoretical 
understanding of hollow fiber dialysis systems by ”ing a 
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